A Telemedicine Application Using WebRTC  by Antunes, Mário et al.
 Procedia Computer Science  100 ( 2016 )  414 – 420 
1877-0509 © 2016 Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of the organizing committee of CENTERIS 2016
doi: 10.1016/j.procs.2016.09.177 
ScienceDirect






1School of Technology and Management, Polytechnic Institute of Leiria, Portugal 
2Center for Research in Advanced Computing Systems, INESC-TEC, University of Porto, Portugal 
3Center for Informatics and Systems of the University of Coimbra, Portugal  
{mario.antunes,cataina}@ipleiria.pt, 2130068@my.ipleiria.pt, 
$EVWUDFW









L ELGLUHFWLRQDO VHQGLQJ ILOHV FDSDELOLW\ DQG LL VKDUHG ZKLWHERDUG ZKLFK DOORZV IUHH GUDZLQJ 7KH SURSRVHG VROXWLRQ XVHV
H[FOXVLYHO\RSHQVRXUFHVRIWZDUHFRPSRQHQWVDQGUHTXLUHVVROHO\D:HE57&FRPSDWLEOHZHEEURZVHUOLNH*RRJOH&KURPHRU
)LUHIR[:HKDYHPDGH WZR W\SHV RI WHVWV LQ KHDOWKFDUH HQYLURQPHQW L D ELGLUHFWLRQDO SDWLHQWGRFWRU FRPPXQLFDWLRQ LL DQG
FRQQHFWLQJ DW RQH HQG DQ H[WHUQDO 86%PHGLFDO GHYLFH ZLWK DQ LQWHJUDWHG ZHEFDP 7KH UHVXOWV ZHUH SURPLVLQJ VLQFH WKH\









© 2016 Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/4.0/).
Peer-review under responsibility of the organizing committee of CENTERIS 2016




RI DXGLR DQG YLGHR IDFLOLWLHV %URDGO\ VSHDNLQJ JRYHUQV DQG KHDOWKFDUH LQVWLWXWLRQV HJ KRVSLWDOV DQG PHGLFDO
FHQWHUVDUHDZDUHRQWKHXVHRI WHOHPHGLFLQHWRSURYLGHDZLGHO\DFFHVV WRPHGLFDOFDUHIURPDOO WKHLQGLYLGXDOV
HVSHFLDOO\ WKRVH WKDW DUH QRW QHDU IURP WKH PDLQ FLWLHV DQG KRVSLWDOV (XURSHDQ &RPPLVVLRQ (& DGYRFDWHV
WHOHPHGLFLQH GHYHORSPHQWV DV D FUXFLDO SDUW RI LWV GRFXPHQW “eHealth Action Plan 2012-2020: Innovative 
healthcare for the 21st century” >@5HJDUGLQJWKLVDFWLRQOLQHWKH(&DLPVWRHQGRZ(XURSHDQFLWL]HQVZLWKVHFXUH
RQOLQHDFFHVVWRWKHLUSDWLHQWUHFRUGVE\DQGZLGHO\LPSOHPHQWWHOHPHGLFLQHWHFKQRORJLHVLQ(XURSHE\
$PDMRUFRQWULEXWLRQRI,&7LVWRQDUURZGLVWDQFHVEHWZHHQSHRSOHWRVPRRWKWKHFRPPXQLFDWLRQSURFHVVDQGWR
HQKDQFH FLWL]HQV¶GDLO\ URXWLQHV ,&7 WHFKQRORJLHV LQKHDOWKFDUH LQGXVWU\ DUHERRPLQJ7HOHPHGLFLQH IROORZV WKDW
WUHQGQRWRQO\LQ3RUWXJDOEXWZRUOGZLGH>@7KHZLGHVHWRIVROXWLRQVDYDLODEOHIRUWHOHPHGLFLQHE\KRVSLWDOVDQG
KHDOWKFDUH FHQWHUV DUH XVXDOO\ SURSULHWDU\ QHHG WR EH LQVWDOOHG RQ D FRPSXWHU ZDV GHVLJQHG WR EH XVHG E\ D
SDUWLFXODU NLQG RI SURIHVVLRQDOVPD\ KDYH FRVWV DVVRFLDWHG DQG DUH FRQILQHG WR WKH XVH RI WKH YLGHR FDPHUD DQG
PLFURSKRQH$VDQH[DPSOHDWHOHFRQVXOWDQF\JLYHQE\DGRFWRUWRDSDWLHQWXVLQJWKHZHOONQRZQ6N\SHVRIWZDUH





WR WUDQVIHU YLGHR DQG YRLFH EHWZHHQ WZR SHHUV LQ UHDO WLPH https://webrtc.org/:HE57& LV DQ RSHQ
VRXUFH$3, WKDW DOORZV WKH VHWXSRI D FRQQHFWLRQEHWZHHQ WZRSHHUV DQG WKH FRQWURO RIZHEFDPDQGPLFURSKRQH
GHYLFHV 7KDW LV WKHUH LV QR QHHG WR LQVWDOO DGGLWLRQDO VRIWZDUH EHVLGHV DZHE EURZVHU ,Q DGGLWLRQ WR YLGHR DQG
WUDGLWLRQDOYRLFHFRPPXQLFDWLRQ LQUHDO WLPHZHKDYH LQFOXGHGWZRDGGLWLRQDO IHDWXUHVQDPHO\ELGLUHFWLRQDO ILOHV
VHQGLQJ DQG D GLJLWDO ³ZKLWHERDUG´ IRU IUHH SDLQWLQJ 7KHVH DGGLWLRQDO IHDWXUHV FRXOG EH DEOH WR LPSURYH WKH
WHOHPHGLFLQHH[SHULHQFHRIGRFWRUVDQGSDWLHQWVDVZHOODVWKHPHGLFDOSURFHGXUH
7KH UHVWRI WKHSDSHU LVRUJDQL]HGDV IROORZV6HFWLRQSUHVHQWV WKH IXQGDPHQWDOV UHJDUGLQJ WHOHPHGLFLQHDQG
:HE57&$3,6HFWLRQGHWDLOVWKHSURSRVHGVROXWLRQDQGWKHH[SHULPHQWDOVHWXSGHVLJQHGWRUXQWKHWHVWV6HFWLRQ
 SUHVHQWV WKH UHVXOWV REWDLQHG ZLWK WKH XVH RI WKH WHOHPHGLFLQH DSSOLFDWLRQ SURSRVHG LQ WKLV SDSHU 6HFWLRQ 
FRQFOXGHVWKHSDSHUDQGSUHVHQWVIXWXUHOLQHVRIUHVHDUFK
%DFNJURXQG







PDLQWHQDQFHE\ VRPHSURYLGHUV$W WHFKQRORJLFDO OHYHO WKHPDLQFKDOOHQJHVDUH WKH LQDGHTXDF\RI V\VWHPV WR WKH
SDUWLFXODULWLHVRIWKHLQVWLWXWLRQVWKHOHYHORIVHUYLFHTXDOLW\WRXVHUVDWLVIDFWLRQZLWKWKHSRVVLEOHODFNRIDELOLW\IRU
KDQGOLQJWKHWHFKQRORJLHVLQYROYHG>@





WR FRPPXQLFDWH SHHUWRSHHU DQG IRU WKDW LW QHHGV WR NQRZ DQG QHJRWLDWH VHYHUDO GHWDLOV IURP WKH SHHUV SHHU¶V




DQG ;033 DQG 6,3 SURWRFROV :HE57& LPSOHPHQWV :HE6RFNHW SURWRFRO DQG SURYLGHV IXOOGXSOH[UHDO WLPH
FRPPXQLFDWLRQFKDQQHOVRYHUDVLQJOH7&3FRQQHFWLRQ6'3SURYLGHVDVWDQGDUGUHSUHVHQWDWLRQRIVRPHSURSULHWLHV
RIPXOWLPHGLDVHVVLRQVXFKDVPHGLDFDSDELOLWLHVWUDQVSRUWDGGUHVVHVDQGRWKHUUHODWHGPHWDGDWD>@
,Q D QHWZRUN WRSRORJ\ZLWK1$7 WKH SXEOLF ,3 DGGUHVVHV GLVFRYHU\ LV D FULWLFDO WDVN ,QWHUDFWLYH&RQQHFWLYLW\
(VWDEOLVKPHQW ,&( LV XVHG WR HVWDEOLVK FRPPXQLFDWLRQ EHWZHHQ WZR SHHUV GHVLJQDWHG ,&( FDQGLGDWHV ZKLFK
SURYLGH LQIRUPDWLRQDERXW WKH,3DGGUHVVDQGSRUWQXPEHUIURPZKHUH WKHGDWD LVJRLQJ WREHH[FKDQJHG WKURXJK
1$7 ,&( XVHV WZR GLVWLQFW VHUYLFHV WR HVWDEOLVK D OLQN EHWZHHQ :HE57& SHHUV L 6781 6HVVLRQ 7UDYHUVDO
8WLOLWLHVIRU1$7LVDVHUYLFHWKDWUHVSRQGWRDFOLHQWZLWKKLVSXEOLF,3DGGUHVVDQGSRUW>@78517UDYHUVDO
8VLQJ5HOD\VDURXQG1$7LVDVHUYLFHWKDWUHOD\VFRPPXQLFDWLRQVRLQWKLVFDVHWKHFRPPXQLFDWLRQLVQ¶WSHHUWR
SHHU >@$ QHWZRUN WRSRORJ\ZLWK 6781 DQG 7851 VHUYLFHV LV GHSLFWHG LQ )LJXUHV D DQG E UHVSHFWLYHO\
&ODVVLFZHE DUFKLWHFWXUH LV EDVHG RQ +773 UHTXHVWUHSO\ SURWRFRO RYHU D 7&3,3 FOLHQWVHUYHU FRPPXQLFDWLRQ
:HE57&H[WHQGV WKHFODVVLFDOZHEDUFKLWHFWXUHE\ LQWURGXFLQJDSHHUWRSHHU FRPPXQLFDWLRQSDUDGLJPEHWZHHQ





DFFHVV WR WKHPDLQ+70/SDJH WKDW XVHV DOVR -DYD6FULSW DQG&667KHZHE SDJH EHLQJ DFFHVVHG E\ WKH FOLHQWV
LPSOHPHQWV-DYD6FULSWFRGHWRHQDEOHWKHFRQQHFWLRQWRWKHVLJQDOLQJVHUYHUZKLFKDFWVDVDEURNHUWRFRRUGLQDWHWKH
SHUWRSHHU FRPPXQLFDWLRQ EHWZHHQ WKH EURZVHUV $IWHU ERWK FOLHQWV KDYH EHHQ FRQQHFWHG WR WKH WHOHPHGLFLQH
DSSOLFDWLRQ DQG KDYH EHHQ VLJQDOHG E\ WKH VLJQDOLQJ VHUYHU WKH FRPPXQLFDWLRQ EHWZHHQ ERWK EURZVHUV EHFRPHV
SHHUWRSHHU DV GHSLFWHG LQ )LJ D )LJ E LOOXVWUDWHV WKH JHQHUDO DUFKLWHFWXUH EXW XVLQJ D 6781 VHUYLFH WR
HVWDEOLVKSHHUWRSHHUFRQQHFWLRQEHWZHHQERWKFOLHQWVLQDVFHQDULRZKHUHWKHVHDUHEHKLQGD1$7URXWHU
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3.2. Client and server requirements 






XVHG SXEOLF VHUYHUV ERWK IRU 7851 http://numb.viagenie.ca DQG 6781 stun1.l.google.com0RUH
UHFHQWO\ZHDOVRKDYHLQVWDOOHGDQGFRQILJXUHGDVWDQGDORQH7851VHUYHU:HLQVWDOOHGDQGWHVWHG³UH7XUQ´RSHQ
VRXUFHVHUYHUhttp://resiprocate.org/ReTurn_OverviewZKLFKLPSOHPHQWVERWK6781DQG7851
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3.3. Development and Web Interface 




QHHGHG7KHMediaStream LV UHVSRQVLEOHIRUGHVFULELQJDVWUHDPRIDXGLRRUYLGHRGDWD WKHPHWKRGVIRUZRUNLQJ
ZLWK WKHP WKH FRQVWUDLQWV DVVRFLDWHGZLWK WKH W\SH RI GDWD WKH VXFFHVV DQG HUURU FDOOEDFNVZKHQ XVLQJ WKH GDWD
DV\QFKURQRXVO\DQGWKHHYHQWVWKDWDUHILUHGGXULQJWKHSURFHVV)LQDOO\WKHDataChannelLQWHUIDFHUHSUHVHQWVDEL
GLUHFWLRQDOGDWDFKDQQHOEHWZHHQWZRSHHUVRIDFRQQHFWLRQ
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x :HEDQGVLJQDOLQJPDFKLQHVDUHKRVWHGLQWKHFORXGSURYLGHU'LJLWDO2FHDQ
x :HEEURZVHULV*RRJOH&KURPHYELWV
x 7HOHPHGLFLQH DSSOLFDWLRQ LV DFFHVVHG RYHU WKH IROORZLQJ 85/ https://joaquimbarranca.eu/
UHJLVWHUHGZLWKWKHSXEOLF,3DGGUHVV46.101.88.57










DGGUHVVHV ZHUH QRW DEOH WR EH LGHQWLILHG E\ ,&( VHUYHUV 7KLV LVVXH LV SUREDEO\ UHODWHG ZLWK WKH 5,6 QHWZRUN
FRQILJXUDWLRQVSHFLILFDOO\ZLWKLWV1$7DQGILUHZDOOFRQILJXUDWLRQV$VXEVHTXHQWWHVWZLWKDVLPLODUFRQILJXUDWLRQ
KDGVLPLODUUHVXOWV,QWKLVFDVHWKHGRFWRUZDVORFDWHGDWD&HQWUDO+RVSLWDODQGWKHSDWLHQWZDVDWKRPH
4.3. Test 3 – external USB medical device with incorporated camera 
,Q WKH ODVW WHVW ZH DQDO\VHG WKH XVDELOLW\ DQG IHDVLELOLW\ RI FRQQHFWLQJ DQ H[WHUQDO GHYLFH ZLWK DQ LQWHJUDWHG








7KH SXUSRVH RI WKLV SDSHU ZDV WR SUHVHQW D WHOHPHGLFLQH VROXWLRQ WKDW FRXOG VPRRWK WKH UHPRWH DFFHVV WR
KHDOWKFDUHE\DOO WKHSDWLHQWVSDUWLFXODUO\ WKRVH WKDW OLYH LQ UHPRWHO\DUHDVDQGIDU IURP WKHFHQWUDOKRVSLWDOV:H
























>@0DWWKHZV 30DK\ 5 5RVHQEHUJ - ³7UDYHUVDO XVLQJ UHOD\V DURXQG QDW WXUQ 5HOD\ H[WHQVLRQV WR VHVVLRQ WUDYHUVDO XWLOLWLHV IRU QDW
VWXQ´5)&3URSRVHG6WDQGDUG
